BiLGi GUVENLiGi YONETIM SiSTEMi POLITiKASI

GROUPE INFORMATION SECURITY MANAGEMENT SYSTEM POLICY
J ATLANTIC

Bilgi Giivenligi Yonetim Sistemi Politikasi: Tarih: 15/02/2022

is siirekliligini saglamak, siirekli iyilestirmeyi desteklemek, riskleri minimize ederek giivenlik ihlal olaylarim
onlemek ve olasi etkilerini azaltarak hasar riskini en aza indirmek amaciyla ISO/IEC 27001:2013 standart
gereklilikleri kurum yapisina uyumlastirmistir.

ISO/IEC 27001:2013 standart geregi asagidaki maddeler sirketimizde kabul edilip uygulanir;

 Bilginin yetkisiz erisime karsi korunarak gizliligi ve biitiinliigii saglanir,

e Bilgi giivenligi farkindaigimin tiim ¢alisanlarimizca ve ilgili taraflarca algilanmasi saglanir,

e s gereksinimleri icin bilgi ve sistemlerin ulasilabilirligi saglanir,

e JSirket yonetiminin destegi tam olarak alinmstir,

e Kendisi ve paydaslarinin bilgi varliklarina giivenli bir sekilde erisim saglanir,

*  Kendisinin ve paydaslannin bilgi varliklan iizerinde olusabilecek riskleri degerlendirmeyi ve yonetmeyi,

e Kurumun giivenilirligini ve imajim korumay,

e  Bilgi glivenligi ve gizliligi ihlali durumunda gerekli goriilen yaptinmlar uygulamayi,

e  Tabi oldugu ulusal, uluslararasi veya sektorel diizenlemelerden, ilgili mevzuat ve standart gereklerini yerine
getirmekten, anlasmalardan dogan yiikiimliiliklerini karsilamaktan, i¢ ve dis paydaslara yonelik kurumsal
sorumluluklardan kaynaklanan bilgi giivenligi ve gizliligi gereksinimlerini saglamay,

e Is/Hizmet siirekliligine bilgi giivenligi ve gizliligi tehditlerinin etkisini azaltmay ve isin siirekliligi ve
suirdiiriilebilirligini saglamay,

e Kurulan kontrol altyapisi ile bilgi giivenligi ve gizliligi seviyesini korumay ve iyilestirmeyi,

o  Bilgi giivenligi ve gizliligi farkindaligini arttirmak amaciyla yetkinlikleri gelistirecek egitimleri saglamay

e Tum paydaslarimizla bilgi giivenligi ve kisisel verilerin giivenligini, farkindaligim saglayacak calismalar
yapmayi,

e  Bilgi glivenligi ihlallerine iliskin organizasyonel yap1, kaynak ve altyapiy olusturmay, olasi yasanabilecek
ihlallerde tim kamuoyunu bilgilendirmek ve gerekli yaptirimlari uygulamay

e s siireclerinde, calisanlarimizin ve misterilerimizin memnuniyetini en ist diizeyde tutacak yaklasim
benimsemeyi,

e Misteri memnuniyetinin devamlibigim siirdiirebilmek adina yapilan 6z degerlendirmelerle, performansimzi
gelistirecek onleyici yaklasimlar belirlemeyi,

e Yaratiai ve yenilikci yaklagimin tesvik edilmesini, her bir calisanin teknik ve davramssal yetkinliklerini
artiracak egitimler gerceklestirmeyi,

e Tum paydaslanyla birlikte sosyal sorumluluklarim yerine getiren, topluma ve ¢evreye saygili 6rnek bir kurulus

olmay,

e Mevcut is hacmini ve sorumlulugunu istlendigi projeleri her gecen giin gelistirerek, iilke ekonomisine katkida
bulunmayi
PREPARED BY APPROVED BY DOCUMENT NO N REVISION DATE AND NO PAGE

Emre KARAYEL Stephane LAPOUILLE IT-PO-0002 15/02/2022 - 00 1/2




BiLGi GUVENLIGi YONETIM SiSTEMi POLITiKASI

I GROUPE INFORMATION SECURITY MANAGEMENT SYSTEM POLICY
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Information Security Management System Policy: Date: 15/02/2022

ISO/IEC 27001:2013 standard requirements have been harmonized with the corporate structure in order to

ensure business continuity, support continuous improvement, prevent security breach incidents by minimizing risks,
and minimize the risk of damage by reducing their possible effects.

In accordance with the ISO/IEC 27001:2013 standard, the following items are accepted and applied in our

company;

e It has ensured the confidentiality and integrity of the information by protecting it from unauthorized
access.

* Information security awareness has been ensured to be perceived by all our employees and related
parties.

e Availability of information and systems for business needs has been ensured.

e The full support of the company management was received.

e To provide secure access to the information assets of itself and its stakeholders,

e Evaluate the risks that may occur on the information assets of itself and its stakeholders, and to
manage,

e To protect the credibility and image of the institution,

* To apply the necessary sanctions in case of violation of information security and confidentiality,

e To meet the information security and confidentiality requirements arising from the national,
international or sectoral regulations to which it is subject, fulfilling the requirements of the relevant
legislation and standards, meeting the obligations arising from the agreements, and corporate
responsibilities towards internal and external stakeholders,

e To reduce the impact of information security and privacy threats on business/service continuity and to
ensure business continuity and ensuring its sustainability,

e To maintain and improve the level of information security and privacy with the established control
infrastructure,

e To provide trainings to develop competencies in order to increase awareness of information security and
privacy.

e Studies that will ensure the security and awareness of information security and personal data with all
our stakeholders to do,

e Establishing the organizational structure, resources and infrastructure regarding information security
violations, informing the public about possible violations and applying the necessary sanctions.

e To adopt an approach that will keep the satisfaction of our employees and customers at the highest
level in business processes,

e To determine preventive approaches that will improve our performance with self-assessments in order
to maintain the continuity of customer satisfaction,

e Encouraging a creative and innovative approach and providing trainings that will increase the technical
and behavioral competencies of each employee,

e To be an exemplary organization that fulfills its social responsibilities with all its stakeholders and
respects the society and the environment,

e Contributing to the country's economy by improving its current business volume and the projects it
undertakes, day by day.
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